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Interoperability of Healthcard Systems

Final version - Part 1 - General Concepts

1 Preface

This document is the first of three parts of the Working Document of the Hedlthcard Interoperability
Feasibility Study. It introduces generd concepts related to hedlthcare interoperability and provides a
framework for the more detailed consderations in Part 2 and for the interoperability specification in
Part 3.

This document is based on earlier work in the EU concerted action Eurocards, revised to take
account of discussons in the EU hedthcard Feasbility Study - Core Technicd Group (CTG) during
the firgt haf of 1996. It is to be discussed as the basis for agreement between EU funded healthcard
projects at a consensus meeting on 3 July 1996. Subject to the outcome of that meseting, a Fina
Report incorporating last minute revisons will be available by 15 July 1996.

The parts of the document are available in Microsoft Word™ 6.0 files. These files are named in
accordance with the following convention —— EUHCI[a]-[n] .DOC

[a] isaletter Sgnifying the verson of the document.
[n] isadigit Sgnifying the part of the document.

Revisions since previous draft (1.0)
1. Changesto headers and front page only to aign with Parts 2 and 3. No changes to text.

Adviceto readers

If you are familiar with previous work in Eurocards or with earlier drafts of this document
you may prefer to skip directly to Part 2 or 3 of thereport.

euhcid-1.dod996-08-26 Page1-3 Fina Version
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2 Introduction

Interoperability between Healthcard Systems is the ability of one Healthcard System to
read, use and/or update the data, on Healthcardsissued by another Healthcard System.

A Hedthcard System is the sum of the Hedlthcards issued and dl the hardware and software used in
aparticular implementation.

The consderations about interoperability in this section apply, a one extreme, to two identica
sysems and, at the other extreme, to two completely different systems one or both of which have
been extended in some way to alow access to Hedlthcards issued by the other.

Various possible levels of interoperability are illustrated by considering the ability of one Hedthcard
System to read and/or write cards issued by another Hedlthcard System. Interoperability may be
symmetrica (i.e. both Hedthcard Systems have similar capabilities for accessng each other’s cards)
or asymmetrical (i.e. one Hedthcard System can access the cards issued by the other Hedlthcard
System but this facility is not reciprocated). The Situation becomes more complex with three or more
systems since the extent of interoperability between different pairs of sysem may vary.

The issue of hedthcard interoperability can be divided into three distinct aress.
Functiond interoperability of hedthcard systems

- Some or dl of the functions of one Hedthcard System make use of and/or update
computer readable data held on the Hedlthcards issued by another Hedthcard
System.

Technicd interoperability of hedthcard systems

- Someor dl of the computer readable data on cards issued by one Healthcard System
can be read by one or more Card Access System (CAYS) in another Healthcard
System.

Technica interoperability of hedthcard sysem components

- One or more of the components of one Hedthcard System can be interchanged with
the equivaent component of another Healthcard System without impeding or changing
the overdl operation of the Hedthcard System.

euhcid-1.dod996-08-26 Pagel-4 Final Version
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3 Functional interoperability between Healthcard Systems

True functiona interoperability occurs when some or dl of the functions of one Hedthcard System
make use of or update computer readable data held on the Hedthcards issued by another
Hedthcard System.

3.1 Advantages of functional interoperability

3.1.1 Healthcare

Adminidrative:
- Smplification of administrative procedures for the patient (e.g. E111 function);
- ldentification of the hedthcare professona usudly responsble for care of the patient
to dlow information to be requested to asss in treatment;
- Use of the Healthcard to authorise access to patient records by network.
Clinicd:
- Access to accurate emergency and other clinical information held on the Hedlthcard
when and where it is needed (rather than just in the issuing system);
- Reduction of delays to trestment of patients due delays in accessing relevant dlinica
information about the patient.

3.1.2 Health economics

More efficient adminidirative procedures when tregting a patient covered by another
Hedthcard System;

Smplification of billing or daiming for services provided to a patient participating in another
Hedthcard System;

A gandard Hedthcard System specification would reduce the cost of development,
implementation, support and training;

An interoperable Hedlthcard System may form a basis for improved interworking between
other patient-centred information systems,

Smilar Hedthcard System systems will facilitate the mobility of daff between different
hospitals or organisations.

3.1.3 Political

Interoperable Hedthcard Systems crossng national boundaries would be a practica
demondtration of cooperation within the European Union and in other G7 countries,

Benefits to hedthcare services and indudtrid partners in al Member States through creation
of amore stable market for Healthcard System products.

3.1.4 Commercial

Increased sdles of Hedthcards, Card Terminals and Hedlthcard System services based on a
common specification;

Simpler maintenance of hedthcare applications that only have to support a single Hedthcard
interface.

euhcid-1.dod996-08-26 Pagel1l-5 Fina Version



Interoperability of Healthcard Systems EU/G7 Hedlthcards - WG7
Part 1 - General Concepts Version 1.0d

3.2 Obstaclesto functional interoper ability

3.2.1 Healthcare
Differences in views about the requirements that may be met with Healthcards,
Lack of data protection harmonisation in relation to hedlthcare data.

3.2.2 Health economics
Current investments in incompatible information systems,
Current investments in incompatible Healthcard trids and implementations;
Lack of appropriate infrastructure;
Competition between insurers and providers.

3.2.3 Political

Compstition between Member States seeking to benefit their own hedthcare system or
indudtry.

3.24 Commercial
Compstition between suppliers of cards using different media;
Competition between suppliers of cards using smilar mediawith proprietary interfaces,
Commercia/academic competition between those involved in different gpproaches and trids.

3.2.5 Technological
Lack of agreement on the optimum technology for Healthcards;
Continuing development of aternative technologies.
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3.3 Prerequisitesfor functional interoperability

There are three prerequistes for functiond interoperability
Technica interoperability of Hedlthcard Systems

See section 5.

Common functions and/or data requirements

Functionaly interoperable Hedthcard Systems must ether share some common
functions or, a least, functions that utilise common data sets. Functiona interoperability
isinevitably limited to these areas of common functiondity even if the cards and Card
Terminds are technicdly identicdl.

Any discusson of interoperability must identify the functions that are to be made
interoperable and the data required to support those functions.

Congderation should be given to which components of each Hedthcard System
support the interoperable functions.

- A cad and its interface may support the reading and writing of a set of data
required to support a particular function. However, functiona interoperability is
not possible unless the applications support access to this data

Congderation should aso be given to the patterns of use applied by users of the
Hedthcard System.

- A cad, itsinterface and the gpplication may support the reading and writing of a
st of data required to support a particular function. However, if for any reason
one the users do not record the necessary data on the card the apparent
interoperability will not be redised.

An interoperability agreement

See section 4.
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4 Interoperability agreements
4.1 The need for interoperability agreements

Interoperability complicates data management because it increases the number of organisations that
may have access to the data. The objective of interoperability should not be alowed to obscure the
potentid threet to confidentidlity.

Interoperability effects confidentidity of data written to the Hedthcard by ether system. If one
system restricts access to particular data-items to certain categories of user, the question arises as to
whether this regtriction is enforced by other interoperable systems and if so how.

If a Hedthcard System can update data on cards issued by another Healthcard System this
complicates the issue of responsihbility for the accuracy of Hedthcard information.

Interoperability agreements! must be edtablished between any Hedthcard Systems that are
functiondly interoperable. These agreements must clearly specify the extent of any right to read
and/or update data on a PCD issued by the other Hedthcard System. The agreements should
gpecify technicd safeguards and management procedures to ensure that the agreement is
implemented effectively. The agreements mugt aso establish mechaniams for dedling with problems
arisng from interworking, in particular for resolving disputes about responsbilities for errors.

4.2 Interoperability and data protection

If interoperable Hedthcard Systems cross nationa boundaries, the interoperability agreements must
be compatible with data protection legidation in each country in which the Hedlthcards concerned
may be used.

4.3 Interoperability and acceptance of data

There is no point in making systems interoperable if the usars are unable or unwilling to accept data
entered by users of the other Hedthcard System. For example, if a provider cannot use Hedlthcard
data for E111 digibility thereis little point in them being able to read this data Smilarly, if an insurer
involved in one Hedthcard System is unwilling to accept the vdidity of a cdam issued by a hospitd
involved in the other Hedthcard System, even if it is vdidated by a Hedthcard issued by their own
Hedthcard System, interoperability of thisfunction is pointless.

4.4 Interoperability with Central Reference Databases

Either or both of a par of interoperable Hedthcard Systems may include a Centrd Reference
Database (CRD) for personalising and re-issuing cards (see Section 5.1.4). In this case, if the other
Hedthcard System can update Hedthcard, arrangements must be made to capture these changes on
the CRD. This may be difficult ance a CAS involved in the other Hedthcard System may not have
any connection with the CRD.

1 To some extent PCS interoperability agreements are analogous to the data interchange agreements between parties involved
in Electronic Data Interchange (EDI). However, a PCS provides direct access to data hed on a common media (Hed thcard)
and the recipient of the data contained on the Hedlthcard is not addressed specifically by the author of the data. Therefore
PCS interoperability agreements should be more rigorous than EDI agreements.
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5 Technical interoperability
5.1 Healthcard System Components

5.1.1 Overview

Figure 1 provides a diagrammétic representation of a Hedthcard System consisting of the following
components.

Hedthcards

- A cad containing computer-readable data that is issued to patients to facilitate the
provison of hedthcare,;

Card Access Systems (CAS)
- Systemsthat can read and/or write the computer-readable data.

5.1.2 Card Access System Components
A Cad Termind
- A device capable of communicating with a Hedthcard.
Additional hardware and/or software

- To alow card data to be read and /or updated by a user. A user may be an
organisation involved in the provison of hedthcare, a hedthcare professond or
another person acting on behdf of or employed by a hedthcare organisation or a

patient.

5.1.3 Additional hardwar e and softwar e associated with a CAS

There are many variations in the additiond hardware or software that may be included in a particular
CAS. The following descriptions and diagrams illustrate some of the many variants. A CAS may
include:

A screen or printer that displays or prints data from a Healthcard (see Figure 2).

A keyboard or other input device used to select the data to be displayed and/or to update
some or dl of the Hedlthcard data (see Figure 3).

A database holding copies of some or dl of the Hedlthcard data (see Figure 4 and Figure 5).

One Hedthcard System may include CASs with different ranges of functionality according to the
requirements of the user.

5.1.4 Central Reference Databases

A Hedlthcard System may include a Centrd Reference Database (CRD) that may be used both to
write the initia data to Hedlthcards and to hold a backup copy of the Hedlthcard data. If CASs are
able to update Hedlthcard data that is dso stored by the CRD, they require a means of dectronic
communication with the CRD to keep the data on the CRD consstent with the Healthcard data
CASs that are not able to update the data stored on the Hedthcard data derived from the CRD
need not communicate with the CRD.
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Healthcare
Client
Application

Healthcard
Server

Card Interface
Environment

, ‘gm

Patients

Healthcard system

Figure 1. The components of a Healthcard System
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Screen
and/or printer

/ \ Interface
/ Software
A

User

Card Termina

A

Healthcard

Figure2. A smpleread-only Card Access System

Screen and/or printer
plus keyboard and/or
other input device

/ \ Interface
/ Software

User

Card Termina

A

— Legend
<¢——— Daareed from the Healthcard

< > Dataread from the Healthcard and
updates to be applied to the Healthcard.

I:I The Card Access System(CAS). Hedthcard

Figure 3. A smple Card Access System that supports healthcard updates
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Application

/ software
Screen and/or printer
plus keyboard and/or

other input device

/ Interface
/ Software
A

User

Y

Card Terminal

A

Y

Healthcard

Figure 4. The Card Access System integrated with a database

/ Application software
Screen and/or printer Database Screen and/or printer
plus keyboard and/or _ plus keyboard and/or
other input device / x other input device
R Interface Interface
Software Software
\ e )
User User
Y Y
- Card Termina Card Termina <
T
[+ —
Legend
<——— Dataread from the Healthcard.
<—)  Dataread from the Healthcard and
updates to be applied to the Healthcard.
I:I The Card Access System(CAS).

Figure5. A multi-user Card Access System integrated with a database
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5.2 Card access

To understand the various components that determine the technica interoperability of Hedthcard
Systemsit is necessary to understand the way in which a Hedlthcard may be accessed by the user of
aHedthcard System.

Figure 6 illustrates the components of a CAS and the data flows from (white arrows) and to (grey
arrows) a Hedthcard. It shows a super-set of the components and data-flows associated with
access to a Hedthcard. Different Hedthcard Systems may include different combinations of these
components and data-flows. Interoperability may be limited by the nature and content of the data
flows supported by different Hedthcard Systems. The components and data-flows identified in the
diagram are summarised in Table 1 and Table 2.

Card Access System Application
software

Screen and/or Datab
printer plus atabase
keyboard and/or

other input device

TR g

Interface
Software

Healthcard

Refer to Table 1 for description of components.
Refer to Table 2 for key to data flows.

There may be an additiond set of data flows to and from an
externd Central Reference Database. These are not shown in
this diagram.

Figure 6. Card Access System components and data-flows
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Tablel. Card Access System components

Component Description Notes

Hedthcard The Hedthcard The Hedlthcard will contain alimited amount of visble
data and a variable amount of computer-readable
data.

The computer-readable data may be stored in one or
more types of media on or insde the Hedlthcard.
There are three generd types of computer-readable
media (i.e. magnetic, optica and integrated circuit).
However, there are severd variations of each of these

generd types’.

Some integrated circuit cards may process ingructions
from the Card Termind, while the role of other media

ispassve.

Cad Termind | A devicethat A Card Termind may be a device that connects
connectsto or electricdly to the Hedthcard (as for an integrated
communicates circuit card) or a device that reads the medium by
directly with a scanning or swiping magnetically or opticaly recorded

Hedthcard to read data.

detafromitorto | The Card Termina may be apassive link between the
update it With new or | feqithcard and interface-software. However, some
changed data Card Terminals are able to process ingtructions, read
or write data selectively and interact with a processor
within the Hedlthcard.

More sophisticated Card Terminas may incorporate a
key pad and/or a screen for data viewing.

2 A full description of the different technologies that can be used to provide computer-readable media on a Hedthcard is
beyond the scope of this report. EUROCARDS Working Group 2 studied and reported on this aspect of Hedthcards. In the
context of this chapter the significant point is that different card media require different reader writer componentsin the card
terminal.
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Component Description Notes
Interface- Softwarethat is The interface-software processes data read from a
software specificdly required | Healthcard and the data that isto be writtento a
to allow accessto Hedthcard.
dataona The interface-software may present data read from a
Hedlthcard. Hedlthcard on a screen or in a printed report.
Alternatively the data may be used to update an
application database.
The interface-software may update the Hedlthcard
with data that has been specificaly entered for this
purpose or with data derived from an gpplication
database.
The interface-software may need to issue ingructions
to the Card Terminal to initiate card reading or
updating.
Database A database The database may hold:
acﬁfd by t?fN A copy of the data held on the Heaithcard;
ication software.
w Other data about the patient that are accessible with
or without the Hedlthcard;
Data about the hedlth professiona or organisation that
may be combined with Hedlthcard data to generate
forms or ectronic transactions or additional datato
be added tot the Hedlthcard.
Application Softwarethat isnot | Application software may be used to read the
software specificto application database and thus to indirectly ascertain
Hedlthcard access | the contents of a Hedthcard. Smilarly it may dlow the
but which is database to be updated by the user and these updates
integrated with the may be written to the card.
Hedthcard System.

If aHealthcard may be accessed by different types of
hedthcare professond and by different hedthcare
organisations saverd different gpplications with
different databases must be able to interface with the
same type of Hedlthcard.
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Table 2. Healthcar d access data-flows

Flow | Description Data-flow from the Data-flow to the
Healthcard Healthcard
A User reads visble data Visble data None.
from the Healthcard.
B Connection of Hedthcard | Data. Data.
to Card Termind. The Security keys.
nature of the connection .
depends on the Ingtructions:
computer-readable If the Hedlthcard medium
storage mediaon the has processing capacity
Hedthcard. (e.g. smart cards)
C Direct input or output Prompts for input: PIN codes or other security
from aCard Termind See next column. keys.
including akeypad and Data Entered directly on a
Screen. . . Card Terminal keypad.
Limited by viewing
facility of Card
Termind.
D Connection of Card Data. Data
Termindl to computer. A | g5 information. Instructions.
serid or padld link (eg. _
RS232, Centronics, PIN codes or other security
SCS etc). keys.
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Flow | Description Data-flow from the Data-flow to the
Healthcard Healthcard
E "Direct” viewing and Data Data:
updating of Hedlthcard In a human-readable As entered by the user.
data. form. :
PIN codes or other security
Prompts for input. data.
Ingtructions.
F Communicetion between | Identifiers or keys: Ingtructions:
the card and application Used to identify From the application
software. records or unlock software to initiate
Security featuresin reading or updating of the
the application Hedlthcard.
software.
Daa
To be merged with
datafrom the
application database
before displaying or
printing.
G Reconciliation of the Data: Data
application database and To update the From the application
the Hedlthcard data application database. database.
H Database access Data Data
From the application To update the
database for use by application. database.
gpplication software
functions or to
display or print.
I Application interface Daa Data.
From the gpplication | Ingtructions.
datebase and PIN codes or other security
Hedlthcard. keys.
Prompts for input.
J User interface Screen views. Keyboard or other input of
Printed reports. data or ingtructions.
Completed paper forms.
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5.3 Levelsof technical interoperability

Two systems in which the components and data-flows illugtrated in Figure 6, Table 1 and Table 2
areidentica in every respect are technicaly completdly interoperable. This Stuation is unlikely unless
al the components of both Hedthcard Systems originate from the same suppliers. However,
complete technical interoperability can aso be achieved without absolute uniformity. Furthermore,
there are many lesser degrees of interoperability that may meet specific requirements for specific
functions.

In the following sections various possible levels of technica interoperability are consdered. Each of
these is illugtrated by a diagram showing the data-flows and functions supported by Hedthcards at
different Card Access Systems (CASs). These represent only a few of the possible variants of
technical interoperability between two systems. In practical implementations, combinations of these
different generdisations of interoperability may apply between different CASs in each Hedthcard
System.

The notation used in these diagramsis explained in Figure 7.

System A A card access location that is part of Healthcard System A
CAS

System A A Heslthcard issued by Heslthcard System A

Healthcard

A data-flow between a CAS and a Hedlthcard the direction of the

> arrow head indicates the direction of data flow.
- A data-flow including only some of the data-items stored by the
PDC because of limitationsin interoperability.
Support for the functions provided by aHedlthcard at the CAS &
< > the other end of the arrow.
< --3 Support for some of the functions provided by aHedthcard a the

CAS a the other end of the arrow.

Figure 7. The notation used to illustrate different levels of interoperability

5.3.1 Completetechnical interoperability
The following are the minimum requirements for complete interoperability between two systems

a) The visble data must have the same content on Hedlthcards issued by both Healthcard Systems
and the layout of the visble data must (if different) be recognissble by users of the other
Healthcard System so that data-flow A ispossible.

b) The Hedthcards and Card Terminals used by the two Hedthcard Systems must ether be the
same or mugt be interchangesble with one another in a way that dlows data-flow B to be fully
supported between the Card Terminals used by one system and the Hedthcards used by the
other system.
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c) The gpplication software and user interface must dlow the user to read dl the Hedthcard data
relevant to them (i.e. the flow of data towards the user, indicated by J, must meet the users
requirements).

d) The application software and user interface must alow the user to update any of the Hedthcard
data thet is rdlevant to them (i.e. the flow of data from the user, indicated by J, must meet the
users requirements).

€) The interface-software must be designed to map between the gpplication database and/or user
interface and the shared data-flow D.

f) If ether system requires a PIN or other key to be entered directly to the Card Termind (data-
flow C) rather than via the interface-software (data-flow D) then both systems must support this.

Complete interoperability of a Healthcard System can be achieved without dictating the processing
or storage of the data by the information system used at a card access location. (CAS).

System A
Healthcard
System B
\ p—

Healthcard

Figure 8. Complete inter oper ability

5.3.2 Interoperability with alimited range of functions

Two Hedlthcard Systems may be interoperable only for alimited range of functions provided by the
individud Hedthcard Systems. For example, a Hedthcard may be interoperable between two
systems for the purposes of identifying the patient or establishing their E111 entitlement but not for
unlocking access to medica records.

System A
‘ Healthcard
System B
Sy %%A CAS
System B
Healthcard

Figure 9. Functionally limited inter oper ability
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5.3.3 Interoperability with limited data-sets

Smilarly, interoperability may apply to a limited subset of the data stored on the Hedlthcards issued
by these systems. For example, the name and date of birth of a patient stored on a Heathcard might
be accessible by another Hedlthcard System but a statement of specia insurance conditions might
only be accessible by the issuing Hedthcard System.

Figure 10. Data limited inter oper ability

5.3.4 Asymmetric interoperability

Interoperability between Hedthcard Systems may be asymmetric. Hedthcard System-A may be
able to access data and functions of Healthcards issued by Hedlthcard System-B while Healthcard
System-B is unable to access the same data and functions of Hedlthcards issued by Hedthcard
Sysem-A. This Stuation may arise is two Stuations.
If a new Hedthcard System is designed that builds in support for Hedthcards issued by an
existing Hedthcard System.

If a Hedlthcard System is deliberately extended to accommodate Hedlthcards issued by another
Hedlthcard System.

System B
Healthcard

Figure 11. Asymmetric inter oper ability
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Asymmetric interoperability need not be dl-or-nothing. System B may have limited access to
Hedthcards issued by system A, while syslem A has a greater level of access to Healthcards issued

by system B.

Figure 12. Asymmetric inter oper ability with limited symmetrical access

5.3.5 Directionally limited inter oper ability

Interoperability between Hedlthcard System may be limited to the ability to read Hedlthcards issued
by another Hedlthcard System. The ability to update the data held on a Hedlthcard may be restricted
to the issuing Hedlthcard System.

System B
Healthcard

Figure 13. Directional inter oper ability
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5.3.6 Location dependent inter oper ability

A Hedthcard Sysem may include card access locations which have different leves of
interoperability with Healthcards issued by another Hedthcard System.

An example of this might be that hospitd systems in one country could read Hedthcards issued by a
Hedthcard System in another country while interoperability might not be supported for pharmacy or
denta systems. Another example might be that only CASs near to a geographical boundary between
two Hedlthcard Systems were made interoperable.

Figure 14. L ocation dependent inter oper ability
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5.4 Methods of achieving inter operability

In Section 5.1 the requirements for different levels of interoperability are outlined. In this section the
methods by which some or dl of these requirements may be met are considered.

5.4.1 Dual systems

Two otherwise incompatible Hedthcard Systems can be made interoperable by providing each user
with two completely separate Card Access Systems (CASS). In this scenario each CAS congsts of
completely separate hardware and software designed to access Hedthcards issued by one of the
Hedthcard Systems. The user recognises the type of Healthcard presented by the patient and uses
the appropriate CAS.

This is obvioudy dretching the meaning of the term interoperable. However, in the absence of any
more eegant solution, it is an gpproach which may be adopted if users need to access Hedthcards
issued by another scheme. The only advantage of this approach is that the Hedlthcard from the other
scheme is managed by the hardware and software that it was designed to work with, reducing the
risk of errors caused by differences between the systems.

There are many disadvantages:.
Cost of hardware and software;
Difficulties for users having to work with different sysems,
Lack of integration of the Healthcard System with other operationa systems.

While this may be a possible solution for a hedlthcare organisation on dedling with Hedlthcards issued
by two overlapping Hedthcard Systems it is impractica to extend the same gpproach to a third or
fourth Hedlthcard System.

5.4.2 Paralld components

The system used to access a Hedthcard can be subdivided into several hardware and software
components (see Figure 6). Some of these components may be used to access Healthcards issued
by other Hedthcard Systems while others may need to be replaced by pardle components
appropriate to the other Hedlthcard System. Figure 15 illustrates the duplication of components of a
Healthcard access system to enable Hedlthcards issued by another Healthcard System to be read. It
aso illugtrates how the processing of data from Hedlthcards issued by other systems may converge
with and diverge from the processng of Hedthcards issued by the Hedthcard System that is
normaly used in that location. Figure 16 is a Smilar illudration of the process of updating
Hedthcards issued by other systems and Figure 17 shows the data-flows that some Hedthcard
Systems require to carry indructions to the interface, Card Terminal and/or Hedlthcard to initiate
reading and updating of the card.

In Section 5.5 the possbilities for duplicating each of the main components of a Hedlthcard access
system are considered and the likely impact of each of these is congdered.
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Figure 15. Possible ways of reading data from Healthcardsissued by other systems
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Figure 16. Possible ways of updating data on Healthcardsissued by other systems
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Figure 17. Possible ways of sending instructionsto Healthcardsissued by other systems
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5.5 Healthcard System components and inter oper ability

5.5.1 Thecard

Severd properties of a Headthcard determine the extent to which it is accessble by a Hedthcard
System other than the one that issued it.

The sze of the Hedthcard;
The physicd mediain which the dataiis stored:
- Magnetic stripe, integrated circuit, optica, etc
The physica format of the data stored on the media:
- For magnetic/opticd media the dendty, method of recording, etc.

- For integrated circuit cards contact podtions, voltages, memory addressing,
security features, etc.

Thelogicd gructure of the data

- Organisation of data;

- Datamodd and data dictionary;

- Encryption methods;

- Method of updating if any (additions, overwriting or flagging obsolete entries)
The semantic content of the data:

- Coding schemes and identifiers used for particular data items;

- Character sats and language of text.

If the Hedlthcards issued by Hedthcard System-A and Hedlthcard System-B areidenticd in dl these
properties these Hedthcard Systems are, by definition, technicaly interoperable. In this case the
other components of the Hedthcard access systems can ether be identical may differ. If they can
read and update Hedthcards issued by their own system they must be technically capable of reading
and updating Hedthcards issued by the other system. However, it is possble for technica
interoperability to include security provisons that deiberately prevent or redrict actud
interoperability (see Section 5.6).

Limited interoperability may be achieved if the Hedthcard issued by Hedthcard System-A contains
two or more different media and if one of these mediais identicd in dl respects to one of the media
used on a Hedlthcards issued by Hedthcard System-B. Usudly interoperability of this type will be
symmetrica though it will be limited to functions supported by the data stored on the shared medium
(see5.3.2and 5.3.3).

Otherwise interoperability will depend upon other Healthcard System components (see 5.5.2 and
5.5.3).
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5.5.2 TheCard Terminal

If the Sze, physical media and physica data formats of Hedlthcards issued by Hedthcard System-A
and Hedthcard Sysem-B are identicd the same Card Termina will usualy be usable for
Hedthcards issued by ether Hedlthcard System, even if the logica sructure and semantics of the
data differs. Interoperability then depends upon the ability of the interface-software to ded with
different data structures (see 5.5.3).

Some Card Terminds contain programmable elements or are built into devices with input and/or
output devices (eg. keypads, built in screens, printers and dots for a hedth professond card
containing keys to authorise access to the Hedlthcard). In these cases part of the interface isin effect
built into the Card Termindl. Therefore, if either Hedlthcard System-A or Hedlthcard System-B uses
such a Card Termind, the Card Terminds of both Hedthcard Systems must be able to carry out the
functions of both. In these cases interoperability may be asymmetricd. A Cad Termind with
additional built-in facilities may be able to process Hedthcards that do not require these features but
Hedthcards that require the Card Termind cannot be accessed by smpler Card Terminds.
Conversdly a Card Termind that is built into a printer or other dedicated device may be unable to
process other Hedlthcards because the interface is programmed within the Card Termind. Evenif the
Card Termind is physicdly identica, two Hedthcard Systems may require programmable eements
(e.g. EPROM/EEPROM) within the reader to be programmed differently.

Cad Terminds capable of accessing different types of card media can be used to overcome
problems associated with the use of Hedlthcards based on different technologies. The most widely
available combination Card Terminas are able to read magnetic stripes, smart cards and other
integrated circuit cards. Other combinations are possble but are not widdy avalable and
combinations including optical card readers are likely to be much more expensve. Card Terminals
cgpable of accessing more than one media type may be sgnificantly more expensve than single
technology Card Terminds. In some cases it may be chegper to indal two separate Card Terminas
but this can add to the difficulties of physicaly connecting the Card Terminds to the computer system
or termind. Hedlthcard Systems that attain interoperability by using dua combination Card Terminds
must take account of data format, logica Structure and semantic content and these depend on the
interface-software (see 5.5.3). Unless both Hedlthcard System-A and Hedthcard System-B have
dua or combination Card Terminas, interoperability will be asymmetric (see 5.3.4). Unlessadl CASs
in a Hedthcard System have dud or combinatiion Card Terminas interoperability will be location
dependent (see 5.3.6).
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5.5.3 Interface-software

If data on Hedthcards issued by Hedthcard System-A and Hedthcard System-B share the same
physica format, logicd structure and semantics, then the interface-software will be interoperable.
Provided that the Card Termind and Hedlthcards are interoperable this may alow full symmetrica
interoperability between Hedthcard Sysem-A and Hedthcard System-B. However, the range of
functions supported by the interfaces may be different and in this case interoperability may be
asymmetric (see 5.3.4). For example, the interface provided to Hedthcard System-B users may not
be able to update cards. Similarly this type of discrepancy may result in location dependent
limitations on interoperability (see 5.3.6). It is possble for technica interoperability to include
security provisionsthat deliberately prevent or restrict actud interoperability (see Section 5.6).

If the physica format and logica data structure of Hedlthcards issued by one Hedlthcard System isa
subset of the data-content of Hedthcards issued by the other Hedlthcard System, interoperability
may be possible using the same interfaces. This assumes that the data Structures and interfaces of one
Hedthcard System dlow:

Additional data, present on Hedthcards issued by other Hedthcard Systems, to be
ignored (rather than generating an error); and

A limited range of functions to be performed on Hedthcards that do not contain al the
data items on Hedlthcards issued by that Healthcard System.

If the semantic content varies in terms of identifiers and coding schemes and character sets, an
interface may be able to trandate these if suitable cross-reference tables exist.

Interface-software can be developed that can recognise and process the data from different
Hedthcards. Alternatively, separate interface-software may coexist on the same CAS and may be
selected automatically or manualy according to the card type presented. As with combination Card
Termindsthe interoperability that resultsis likely to be asymmetric and location dependent (see 5.3.4
and 5.3.6).

As identified in section 6.5.5, one of the mog flexible approaches to integration between a
Hedlthcard System and a variety of different software applications is an openly specified Application
Program Interface (AP!) for Hedlthcard access. A stable API dlows the Hedlthcard and application
software to develop independently while retaining compatibility. A common APl shared by severd
Hedthcard Systems dso facilitates the development of interoperability between those systems.
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5.5.4 User access, application softwar e and databases

Figure 2 to Figure 5 illugtrate different ways in which CASs can be sructured. Information from the
Hedthcard can be communicated to the user either via an integrated application-database or directly
from specidised software designed around the Hedlthcard data-set. There are Smilar variations in
the options for an interoperable system (see Figure 15 and Figure 16).

If aCAS participating in Hedlthcard System-A can access Hedlthcards issued by Hedlthcard
Sysem-B using the same interface-software used to access Hedthcards issued by
Hedthcard System-A, then user access will follow the same gpproach whichever Hedthcard
System issued the Healthcard.

If a CAS in Hedthcard System-A uses different interface-software to access Hedthcards
issued by Hedthcard System-B and does not support integration with a database, then user
access will probably follow an approach that is specific to the issuing Hedthcard System.

If a CAS in Hedthcard System-A uses different interface-software to access Healthcards
issued by Hedthcard System-B and supports integration of Hedthcards from Hedthcard
System-A with an application database, then user access may be:

- Directly through a user interface specific Hedthcard System-B;

- Via an integrated application and database specific to Hedthcard System-B; or,
preferably,

- Viathe same integrated application and database used by Hedthcard System-A.
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5.6 Security and enforcing inter oper ability agreements

Consderable care must be taken to ensure that access to Healthcards is restricted in a way that
alows compliance with Interoperability .

When systems are made interoperable their security procedures must be reviewed. Thisis necessary
to ensure that interoperability agreements between those responsible for the systems cannot be
circumvented, either accidentaly or maicioudy (see Section 4). It is dso important to be aware that
interoperability risks creating loopholes which breach exigting agreements with patients and users
participating in exiging sysems.

5.6.1 Thetechnical level at which security provisions are enfor ced

In ardatively smdl loca Hedthcard System, security provisons may be enforced within the interface
or even within the gpplication software. This may be acceptable where there are a small number of
people respongible for the software development. Those involved can be legaly bound, and then
entrusted with knowledge that might dlow them to breach the security provisions. For larger
Hedthcard Systems and certainly for interoperable systems there are more serious implications. The
specification of the gpplication-interface must be readily available to the developers of any
application that needs to access a Hedlthcard. This poses a risk unless the security provisons are
dedt with "below" the published interface (i.e. in the Card Termind and/or the Hedthcard itsdif).
Idedlly a password, authorisation card and PIN code or some form of biometric recognition
mechanism should be accepted by the Card Termind and used to authorise access to Healthcards. It
may be acceptable for the PIN code and authorisation card data to be passed through the
gpplication and software interface but this poses arisk (as demongtrated by recent fraud cases in the
US involving use of customised automeatic teller machines to copy cash cards and PIN numbers).

Interoperability requires that the security mechanism can be specified in sufficient detail to dlow it to
be utilised by gpplication developers involved in two or more Hedthcard Systems without alowing
them to unrave it.

5.6.2 Selectivity of access

If two Hedlthcard Systems that are to be made interoperable both enforce some form of sdective
access to different data items according to the user then interoperability introduces two
complications

The data-items to which access is allowed by the same category of user may vary,

- For example, in some Hedthcard Systems entitlement to a hedthcare service may be
given a different security leve from the medicd record number while in others both may
be treated as having Smilar sengtivity;

The categories of users may vary,

- For example, in some Hedthcard Systems a dentis may be in the same hedth
professona category as a doctor whilein other countries they are in a separate category
(possibly the same category as a pharmacist or anurse).
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5.6.3 Mobility of patientsand professionals

A practical problem is posed by patients moving between the two Hedthcard Systems. This is
illugtrated by the following scenario:

A user of Hedthcard System-A adds to a Hedlthcard a data-item which, in that Hedlthcard
System, is only accessible to a doctor.

The Hedlthcard is presented to a user of Hedthcard System-B, in which the same data can
be read by areceptionist.

If the Healthcard Systems are interoperable, it may be difficult to enforce the correct access
rights when the card is read and/or updated by ether system.

Ancther problem is posed by staff moving between the two Hedthcard Systems. This is illustrated
by the following scenario:

A dentist holds a Hedlthcare Professona Card issued by a Hedthcard System-A, in which
dentists and doctors have the same access rights.

The dentist dso works in an organisation using Hedthcard System-B, in which dentists have
adifferent level of authorisation.

If their Hedthcare Professond Card is interoperable, it may be difficult to enforce the
digtinctions between professionas in accord with the rules of both Hedthcard Systems.

These problems are accentuated when the interoperable systems are in Member States with different
data protection legidation.

A smilar problem is caused by data items which may be recorded in some Hedthcard Systems but
may be contrary to data protection legidation in another Member States with an interoperable
system.

These problems can be partidly addressed by technicd solutions but a longer term, more
comprehens ve solution requires harmonisation of the provisons for selective access.

5.6.4 Control of card issue

Hedlthcards may be used to confirm the identity and entitlement of patients to care. If this function is
to be interoperable then those respongble for providing this entitlement will naturaly be concerned to
prevent fraudulent use of Hedthcards. The manufecture, persondisation and distribution of
Hedthcard and the generation and digtribution of PIN codes or other keys must be secure. If
Hedthcard Systems are interoperable a breach of security in one Hedlthcard System could damage
the interests of those involved in the other Hedlthcard System.

5.6.5 Ddliberately preventing interoperability

Even if identicd Hedthcards, Card Terminds, software and hardware are used in two separately
managed Hedthcard Systems, the Hedthcard System management organisations may not agree to
alow their systemsto be interoperable. This may be because accessto some or dl of the Hedlthcard
in the other scheme is unnecessary or because it increases the risks of error or fraud. Functiona
interoperability may therefore be blocked deliberately by use of different security codes or
encryption keys. If these are distributed to users on data cards (e.g. hedlth professiona cards such as
the French Carte Professond Santé) it may be possible to make systems interoperable after a
subsequent agreement by smply distributing appropriate keys to users of the other Hedthcard
System.
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